.Ahlract-Mohile IP is one of the dominating protocols that provide the mohilily support in the Internet. However, even with some proposed optimizntion techniques, there is still space far improving the performance, In this paper, IYC present a novel mnilhns-hnsed scheme to further improve the performance. In this scheme. each mobile node miq-nting to a foreign network is associated with U mailbor. A sender sends packets to the receiver's mailbox, which will in turn foianrd them to the destination. During handuff, a mobile node can decide whether to move its mailbox and rcpnrl the handoff to the home agent, or simply to report the hnndaff to the mailbor. In this way. the scheme is adaptke and can hc made to reduce the workload on the home agent and minimize the total cost of message delivery and mohilily management. To evaluate the performance of the propnsrd schrmr, we develop a performance model considering two walk models for mobile nodes. based on which the cost function is derived We also propnse an iterative algorithm for deriving an optimal point where the cost function reaches its minimum. The results show that our new scheme c m outperform Mobile 1P route optimization with smooth handoff extension, no matter how mnny packets are to he received during each migration.
However; Mohile IP suffers from the well k n o w triangle routing problem. Therefore, Mobile IP route optimization [2] has been proposed to alleviate this problem. Any nodc that is willing to communicate with a mobile node maintains a binding cache. When the home agent intercepts a packet for the mobile node outside the home network; it may send a biiiriing t,pdote message to the sender, informing it of the mobile node's current care-of address. The sender then updates its binding cache and tunnels any ensuing packets for the mohile node directly to its care-of address. An extension to the registration process, called snrooth hatrriofi enables foreign agents to also make use of binding updates to reduce packet loss during a handoff. The mobile node mav ask the new foreign agent to send a Previoiis Foreign ..lgeirr iNotificarion niest;age, which includes a hinding update; to the previous foreign agent. The previous foreign agent then updates its hinding cache and re-tunnels any packets for the mobile node to its new care-of address.
Although Mobile IP and route optimization provide general mechanisms for mobilih snppolt in the Internet, there are still several performance problems that need to he addressed.
First; both Mohile IP and route optimization require that a mohile node's home agent he notified of even location change. The route optimization further requires that eve? new location be registered with hosts that are activelv communicating with the mobile node. Should the smooth handoff extension be implemented; an extra update message would he sent to the previous foreign agent. All these .signaling messages for location managemcnt waste a lot of bandwidth.
Second, Mohile IP suffers from slow handoffs since the home agent has to handle all handoffs; even though it may he far smay from the current location of the mobile node. The network delay adds to slow handoffs. This causes mure packet loss since these packets are routed based on outdated location infomation, which is especially harmful to real-time applications such as voice over IP and video streaming. Although Route Optimization with smooth handott" extension 1.71 can. to some extent; reduce packet loss. tunneled packets that arrive at the previous foreign agent before the Previous Foreign Agent Notification are still lost since the previous foreign agent is not yet aware of the migration of the mobile node. It will then rely on upper layer protocols such as 'I'CP to retransmit such lost packets from the possihly distant source. This will incur the latency of communication. TCP-based connections will also suffcr from throughput reduction sincc the lost packcts may he mistakenly treated as congestion and result in TCP's slow start mechanism.
Third; since all handoffs are handled by the home agent, they cause lots of signaling traffic between the mobile node and the home agent. In high s p e d LANs this is not an issue; hut when low speed WANs are involved and lots of mobile nodes are peihrming simultaneous handot'fsfs, network congestion ma! occur.
In this paper, we present a novel mailbox-based scheme to alleviate the performance problems stated above. Each mobile node migrating to a foreign network is associated with a rrrai/hor. A sender sends packets to the receiver's mailbox which will in tum fonvard them to the destination. During each handoff> a choice can he made whether to report this handoff to the home agent or simply to the mailbox. In this way; the workload on the home agent as well as the registration delay can be reduced. Separating the mailbox liom its owner also allows us to achieve adaptive location management that enables dynamic tradeoff between the packet delivey cost and the registration cost so as to minimize the total cost. Since the mailbox is located somewhere in the nctwork close to the receiver, the packet retransmission cost could also he reduced.
To evaluate the performance of the proposed scheme, we develop a peiiormance model including two walk models (namely, random walk and directional walk) of mobile nodes, based on which the cost function is derived. We also propose an iterative algorithm for deriving an optimal point where the cos1 function reaches its minimum. Mohile IP route optimization with smooth handoff extension is used as a benchmark in our performance comparison. 'The performance results sho\v that our new scheme can outperform the benchmark; no matter how many packets are to he received during each migration.
The remaining of this paper is organized as hlloms. Section 2 describes our mailbox-based scheme. Section 3 presents the performance evaluation model. In Section 4, heed on the peiiormance model, we compare the performance of the proposed scheme with that ofthe henchmark scheme. Section 5 presents a review of related works. The final section provides the concluding remarks.
11. MAILROS-B&SED SCHEME Throughout this paper, both home agent and foreign agent will be called rrmbilin agent [I; 21. In our scheme; a11 the modifications are done at mobility agent without any changes to the existing operating In our mailbox-based scheme, even mobile node is . associated with a mailhox; which is a data stmctuz residing at a mohility'agent. As showm in Fig. I , if a sender wants to send a packet to a mobile node, it simply sends the packet to the tem of a mobile node.
receiver's mailbox (step I). Later. the receiver receives the packet from its mailbox (step 2). ('I'hcre is only one exception that a packet will not he sent to the mailbox but delireled directly to the receiver. This happens when the mobile node resides in its home network and the sender does not maintain the mobility binding for the receiver. Unless otherwise stated. the following discussions will preclude this condition.) Figure I . hlailbus-based schsmc
Initially; the mailbox is residing on the same network as its owner. The mohile node realizes that it has entered a new foreign network when it receives an .4get11 Adverriserrieri~ [4] message fi.om a new foreign agent. It then sends registration message to the old foreign agent where its mailbox resides. The old forei-m agent then decides whether to move the mailbox to the new foreign agent with the consideration of two factors: the distance to the new foreign agent and the communication traffic of the mobile node. Here the communication traffic is defined as the numher of packets expected to receive dnring the residence time at the new foreign agent. If the mobile node is expected to receive many packets while the distance is long; it will be costly to fonvard all these packets to the new address and better to move the mailbox closer to the mobile node so as to achieve a more optimal route. On the other hand: if the mobile node seldom receives packets or the distance is quite short, it is economical to leave the mailhox at where it \vas in order to reduce the registration ovei-head; should a mailbox migrates. The distance may be obtained from the routing tahle of the old foreign agent if it uses link state routing pi-otocola such as OSPF [SI. The communication traffic is easy to obtain since the mailbox acts as a relay and buffer station of the mobile node.
In this work; we use a pair of thresholds (dr nj to deteimine the mailbox's migration. If either the distance exceeds d or the communication traffic exceeds 17, the mailbox will migrate to the ne\$' foreign agent. Otherwise, the mailhos stays at the old foreign agent. We differentiate two kinds of handoft: i.e.; handoff without mailhox and handoff with mailbox, and we refer them as local kandof and hoe1r liaiidof, respectively. Upon each home handoff> a new threshold pair is calculated hased on the cument circumstances; which will be discussed in Section 3.
Besides mailhox; another new data stmcture called address rahfe is defined in each mobility agent. Each entq in the address table has six attrihutes: the hortre addoss ofthe mohile node; the rtiailhor j. address. a valid rag, the r/7re,sho/d pair, ii poiriter to die nlailbor, and the carrwf addres.7 of the mobile node. The valid tag is used to indicate whether the mailbox's address is outdated or not. Table I gives an example of address tahle where the first entn shows a remote mailbox in another mobility agent and the second e n t v shows a local mailbox.
The scheme also defines operations for two processes, Af;gmi;iig and Pncl;fr-~~~.i,lwnrrBijg, which are presented in the following two subsections. streaming evely packet huffrred in d l B to \fB ' : informing the new address of the mailbox to the senders of the buffered packets in M E by sending "UPDATE" messages and after all the packets have been streamed out; deeonstructing the mailbox and setting null to the last three attributes in the address table, i.e., the threshold pair, the pointer to the mailbox and the care-of address.
After receiving the .-HA_REGISTRATION message, the H. 4 updates the address of the mailbns in its address table accordingly.
B. Packei$oinwrding
If a correspondent node (CM wants to send a packet to an AN, it f i s t checks its binding cache to see whether or not the address of MA' has been cached locally. If yes, it tunnels the packet to the cached address. Othenvise, it sends the packet with regular IP routing to the A h V s home address. Once the packet mives at the home network; the H.4 will intercept the packet since it acts as a prow ARP server for IfiV, When a mobili5 agent receives a packet destined to ,\f.V, it will perfam actions according to the decision tree below. For a p s d e t in dlB to he fonvarded to MA', the agent AL4, first checks the valid tag. If it is false, i.e., the mailbox is migrating to the new foreign agent (F.Q the packet fonriirding will he suspended and will x l y on the migating process to Upon receiving the "CREATE message, AL4, creates M E ' and adds an c n q to its address table recording this newly created dl5 ' . Based on the c u e n t circumstances, it calculates a 0-7803-8355-9/04/$20.00 8ux)4 IEEE. stream the packct to the ncw mailbox. If the valid tag is friie; it tunnels the packet to the carc-or address o f d N 111. PERFORIZLINCE MODELING In this section; we develop a performance model to be used for evaluating the proposed scheme (to be described in Scction 4). We first present a system model for a mobile network and two walk models (such as random walk and directional walk) for a mobile node; which are adopted in many existing studies such as [9] and [IO] . Based on these models, m e develop the cost functions for our scheme as well as the benchmark scheme. The cost function includes both the signaling transmission coht and the packet deliven. cost.
.
Sv.vreiri :\lode1
The model assumes that the coverage area of the mobile network is partitioned into cells. A cell is defined as the covei-age area of a mohility agent that has the capahilih of exchanging packets with mobile nodes directly through the air interface. A mobility agent sewes only one cell and cells do not overlap with each other.
A movement occurs when a mohile node moves from the residing cell to one of its neighboring cells. The distance hetween any two cells in the network is measured by the minimum numher of cell boundan crossings required for a mohile node to travel from one cell to another. If we assume that a mobili? agent is a router in n cell that can communicate directly throu& wired line with other mohilih agents in the neighboring cells; the distance between two mohility agents can also he defined as the distance between their cells.
We consider a grid configuration for the mobile network composed of equal-sized, non-overlapping, rectangular cells. In this grid configuration as shown in Fig. 4 ; each cell has four neighbors. The distance hetween two cells with coordinates 
where Erp?Vtmr denotes the expected number of packets to he received within the residence tiine at a cell. We divide COS^,,^,^,,,^ by E . Y~J V~> because we want the signaling cost of a handotf to he undertaken by all the packets within the residence time after the handoff. Tahle I1 lists all the parameters used for the performance modeling. node migratcs close to or far away from the mailbox. In caw of the home handoff. the Cumnt FA will become the new residing place for the mailbox. Here r/. is the average distance to all the correspondent nodes. (exponential) probahilih distribution function of the mobile node's residence time at a cell mean residence time at a cell; i.e., signaling cost ofthe home handoff. given that it occurs at the mobile node's S t h migration signaling cost of the ith local handoff. given that the home handoff occurs at the mobile node'slih migration signaling cost of bind updates to the correspondent nodes normal packet deliver?. cost during the period of the mobile node's ( I -I)th and ith migration, given that the home handoff occurs at the mobile node's I t h migration abnormal packet deliver?. cost due to packet loss and retransmission during the period of the mobile node's (i-l)th and ith migration, given that the home handoff occurs at the mobile node's Sth migration time period that the mailbox has the correct care-of address about the mobile node during the p e o d of the mobile node's (i-1)th and ith migration, given that the home handoff occurs at the mobile node's .\th migration time period that the mailbox has the incorrect c a r e d address ahout the mobile node during the period of the mohile node's ( I -1 )th and ith migration, given that the home handoff occurs at the mobile node's proportionalitv constant between the signaling transmission time and the transmission distance probability that the home handoff occurs at the mohile node's.\th migration probability that the home handoff occurs at the mobile node's.Yrh migration due to the threshold d the probability that the home handoff occurs at the mobile node'slih migration due to the thrcshold 12 probability that the distance to the mailbox is 1 after the mobile node's xth migration, given that the distance threshold is d, as a special case, pb(x) means the probability that the distance to the mailbox; after the mobile node's xth migration; meets the threshold d which triggers the home handoff average distance to the mailbox after the mobile node's .rtb migration, given that the home handoff occurs at the mohile node's .Yth migration Fig. 2 for details) . According to the Fig. 8; T, ?, , , ,,, Initially, the mailbox and the mobile node are co-located.
C. Cost hriicriorifor O w Scheirie iiirder
Therefore; when the x-axis is 0; the y-axis is also 0. After the first migration; the distance to the mailbox hecomes 1 with 3 100% probability. Thus we see a value of 1 above the red stripe hetween 1 and 2 migrations. Nest, after the second migration, thc distance could be either 2 or 0; each with a probability of I/?. This probability distribution could be derived by using the following trick of extending the y-axis to negative. We define I to represent a movement to either up or right neighboring cell and -I to represent a movement to either down or left cell as shown in Fig. IO . With this new configuration; we can rcdraw Fig. 9 as Fig.  11 where Fig. 9 could be viewed as the absolute of Fig. I I So a mobile node's migration could be represented as it string of I and -1. To achieve a distance of I after the rth migration, we must have (r+1);2 times of I and ( r -t ) / 2 times of -1. This is a simple binomial distribution problem and we could express this probabilit?. distribution as the following equation. Now we could easily represent the probabilitv distribution as shown in Fig. 9 as follows:
ProbO(rl = C;'/?.
The following two prohability distribution functions are also useful in the derivation of p(Si . They are samc as expressions (11) Next let us find out pi(., . Obviously, when x < d, we have p,;(r) = O and when x = d, we obtainp,;(rj = pd (.l 
] = I/?-'
W h e n x = d + X + l (fork=O, I, ...), p:(.ri isalsoequaltoOaz shown in Fig. 13 . However; when x = d+2k (where 1, = 0; 1; , , , ), y:(r) mill not be easv to derive since once the threshold d is met; the probability overflow will take place.
MI
of %ation In the directional walk model. since the mobile node Iandoffs to its ncs1 cell along its moving direction the number of migrations before n home lmdoff takes place is bounded by the distance threshold rl. Thercfore. we should rewrite (2). (7) and (21) The cost function of our scheme highly depends on the chosen tluesliold pair (rl; 11). Therefore. it is important to have a method to derive the optirnal tluesliold pair to minimize the cost function Since d and ri can only be discrete values. the cost function is not a continuous function of d and 17. Thus it is not appropriate to takc derivatives with respect to d and ri of the cost function to get at the minimum. We use an iterative algoritlun similar to the one proposed in [I I] although it may result in a local minimum. If we assume that the cost function follows a convex characteristic. this algoritiun must produce the global minimum. Staxting with d = 1 and 11 = 1. we iteratively increase rl by I until the cost difference between the system with the cumnt and previous threshold pairs starts to be positive. i.e.. d has reached its optimal value. We apply the same teclmique to find out thc o p t i i a l value of 11. The only difference is Uwt we usc h-x ErpiYirsi as the increment of ri since IT could be v e n large depending on ErpiVirnr . A scale k is used to control the accuran of 11. A smaller value of himplies greater accuracy but requires more itention. In our experiment. we choose k = 0.2. The mathematical presentation of the algoritlun is presented below. Cosr,e,m,ss,, : the abnormal packet delivery cost due to packet loss , and mtransmission: it is important to notice that tlae packet is retransmitted from the sender instead of the inailbox as in our scheme. Duriug each haandoff. the Current FA will send registration messages to both the home agent and the Previous FA. It also updates each correspondent node's binding cache. So
The packet fonrarding cost is somewhat similar to tlat in our scheme when t l~ home Imdoff occurs at its first lmdoff. Tlae only dfiference is the retransmission cost. respectively. Table 111 lists some of the parameters used in our performance evaluation. We set 6,; ~ the signaling transmission cost per laop. as a normaliied value 1. The packet delivery cost per laop ijcn is hvice as lugla as the signding cost.
cJTs could be viewed as the signaling processing rime on a router and we set it 0.05 sec. We also assume the transmission cost (the transmission delay) in a wimless environment is twice as lugla (long) as tlat in the wired environment. Finally. there are five active correspondent nodes. TABU 111. Fig. I6 demonstrates tlie changes in the optiinal threshold with different ErpjVttnr and we can mnake siinilar obsewations as in Fig. 15 In Fig. 17 . we can see that vith increasing ErpMmt. the expected nunber of local handoffs before a home handoff occius drops due to the sluink of both d and 11.
P R A h l E I~S USED FOR EVALUATION
Tlie last three figures show the signaling transmission cost: packet forwarding cost as well as tlie total cost: respectively.
We observe that our scheme outperfonus the smooth handoff scheme in all of the tluee costs. especially when ErpiVIrni is small. This is because with small ErpAhr . our scheme takes more advantages of the local I~ndoffs and thus saves more cost. As E.rpiMm increases, the signaling cost of our scheme increases to approach that of the smooth lmndoff. which means that it is getting more and more likely that the home lmndoff occurs after the first handoff the mobile node just as the smooth lmndoff. Tlie packet delive? cost is basically a decreasing cume due to the more optimal mute. However. due to the large difference in retransmission cost the packet deliven. cost of our scheme will always outperform that of the ~100th handoff provided that the correspondent nodes are not in tlie same netwok as tlie mobile node. Tlie same reason applies to the total cost.
v. RELATED WORKS
In [6] . a hierarchical mobility management scheme is proposed in which foreign agents are organized into Iderarcliv according to regional topoloa. Locality in user inability is exploited to restrict lmndoff processing to the vicinity of a mobile node. which is quite similar to our idea of difrerentiating local lmndoff from home handofrs. It thus reduces lmndoff latency and the load on tlie inter-nehvork. However. locality in this scheme depends on haw the foreign agents are structured and once the hierarchy is built. it will not change. In our scheme. localih is a dynamic concept and can be clmnged adaptively by choosing a threshold set properly.
The reliability of 161 is enhanced in [7] by adding buffer to all tlie foreign agents so that tlie packet loss during the iiugration of a mobile node is eliminated. Tlie buffer coocept is quite like our mailbox. Actually. we c' an consider it as a special case of our mailbox with d = I or n = 0. i.e.. tlie inailbox always stays with its owner. The efficienn of [6] is exqended in 181 by introducing a new concept called "patron service", Tlie patrons are the nodes fmm which the imjority of traffic for the mobile node originated. So location updates can be limited to only those patrons.
W. CONCLUSIONS
In this paper. me proposed a novel. inailbox-based scheme for improving Mobile IP's perfonnance. The scheme llas the following features: reduced work load on the Iionie agent.
reduced packet loss_ fast handoff, per-user-based adaptive location management and dynamic tradeoff between the packet deliven. cost and the registration cost. The perfonimnce evaluation conducted slio~vs a veri. sound result that demonstrates the benefits of using inailbox. especially when the home agent is far away. Funher study might deal with dynamic choice of the threshold pair (cl: 11) in order to achieve the best overall performance.
